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The program is divided into 3 parts, which the latter 2 | go into some depth to explain the workings of
how the data is derived.

Thumbnail Analyser

This program in most circumstances, will extract the OLE embedded data from a Thumbs.db file and
present the information in a visible format. The larger the size of file being examined, directly affects
the time for the Objects to be rendered.

Although it may look that the file is not being processed, be patient. Select a single image ( Save) to
be exported, or select (Report). The number on the top left of the report ( Count) is the number of
images rendered.

For a thorough explanation of the Forensic value of the Thumbs.db structure an excellent source of
information can be found at:

http://www.accessdata.com/files/whitepapers/tdb.pdf

Prefetch Analyser

The Prefetch cache is resident on a Windows XP OS. Microsoft created a Prefetch cache to improve
boot and application launch time. The functionality of how the cache performs is based on a Registry
key which can be found here (HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Control\

Session Manager\Memory Management\PrefetchParameter).

The Prefetch cache purpose is to speed up processes at boot and during application run time. By
cachingcommonly used applications the OS can determine to apportion system resources in anticipa-
tion that the user will access the application. When an application is launched the system updates an
entry in the path C:/Windows/Prefetch with the name of the application and a file extension (.pf).
The file contains among other items the last time that the file was modified as a 64bit HEX value time,
and increments an integer on how many times the application has been run.

Before | explain where the information is, please bear in mind that the Prefetch cache is taking infor-
mation from the boot process and can take information from Scheduled Tasks. Therefore, it would be
prudent to access the RUN (NTUSER/Software/Microsoft/Windows/Explorer/RUN) key in the registry
and also the TASKS ( C:/Windows/Tasks). After this scour the drive to determine if there is any 3rd
party software scheduling resident on the drive.


http://www.accessdata.com/files/whitepapers/tdb.pdf�
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It would appear that in system idle time every 3-5 days (but can be longer), depending on how the
caching is determined, the folder will purge itself. The analyst can search across the drive using a
GREP expression and pull out the data from the Unallocated Clusters. By scrutinising the data struc-
ture the analyst should be able to determine the data from the two forgoing offsets, minus temporal
data.

The following should be used to search across the Unallocated Clusters to determine the historic Pre-
fetch Files.

(....SCCA.)

or:

("\\x11\\x00\\x00\\x00\\x53\\x43\\x43\\x41\\xOF", FileClass::GREP);

Using a hex editor program, open a file in the Prefetch folder, try finding an .exe that you would use
regularly, perhaps MS Word. In your hex editor, go to File Offset 120. You will see an 64 bit hex value,
which is the date that the executable was last summoned, and this gets updated in the PF file. Go to
File Offset 144, note the value. This is the number of times that the application has been run, since
the creation of the .pf file.

This is an OS dependent folder, so the examiner has to understand that PFA will only work on Windows
XP. Hopefully Windows Vista will include a Prefetch or equivalent. Before using PFA, it is best to see
where the data you are interpreting is located, and using a hex editor you will be able to see the
changes being made. MiTec HexEdit can be downloaded from the link below:

http://www.mitec.cz/Downloads/HEXEdit.zip

The research work that | have carried out has been evolved into Version 1.0 of the Prefetch Folder
Analyser, which Michal Mutl has coded for me. The program will automatically read the local drive of
the user when first initialized. Within the main viewing pane is the breakdown of the resident data.
Navigate with Hexedit to your Prefetch Folder on your OS and select a file which is in regular use.
Open a .pf file in HexEdit and you should see an image similar to the one on the following page.

Figure 1.0
The following is an image captured from the Winword.pf when viewed via Hexedit. Note the File Off-

set 120 which is a 64 bit Windows Time entry. By placing the cursor on the first byte, the Hexedit pro-
gram enumerates the string and this can be seen on the left hand panel. Note this time for later.
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Figure 1.0

The following is an image captured from the Winword.pf when viewed via Hexedit. Note the File Offset 120
which is a 64 bit Windows Time entry. By placing the cursor on the first byte, the Hexedit program

enumerates the string and this can be seen on the left hand panel. Note this time for later.

= MiTeC Hexadecimal Editor

[WINWORD.EXE-37F6AEQ9. pf]

2% File Edit Format Tools Windows Help - & x
D= EH S FEm B2E8M
| 28 WINWORD_EXE-37FGAE09.pf
= [Position 0001 0203 0405 0607 D809 ODADB DCOD DEOF 7
B SAatt Offee 8 0x00000 | 1100 D000 5343 4341 OF00 0000 72C3 0100 .... =
£l | Position S 0x00010 | 5700 4900 4E00 5700 4F00 5200 4400 2E00 W.T
:P se|e‘:ﬂm 8 UXDDDZOi 4500 5800 4500 0000 0000 0000 0000 0000 E.X
S liets 0x00030 | 3C00 3E00 9C28 5C80 4BO0 4C00 08FD B6EL <.>
;: gm?sma :g 0x00040 ES00 F577 0300 0000 0000 F577 O9AE F637 2£.8 ..Bw.®@87
% |Signed 18 _a10 DXDDDSD‘ 0000 0000 9800 DOOO 7E0C 0000 700A 0000 -
S e T s 0x00060 | BS1D 0000 1C6F 0100 6245 0000 80B4 .
4| Signed 32 1845232026 | n100 o000 F20E 0000 HEFE 0392 OFCS =
4 |Unsigned 32 2448735270 0x00080 | 0000 0000 0000 0000 000G _008e—TU00 0000 ..
| Signed B4 127724835114843750 0x00090 | 0800 seeT D000 D000 3400 0000 ..
Float 32 0.00 0000 0200 0000 3400 0000
Float 64 0.00 & 4100 0000 6600 0000 3500 0000 0200 0000
= [ Times 0x000CO | 7500 D000 0500 0000 D2ZDO 0000 3400 0000
N B4 29/09/2005 16:05:11 0x000D0 | 0400 0000 7A00 0000 2900 0000 3CO1 0000
Ui 32 L - 0x000E0 | 3300 0000 0400 0000 A300 0000 0400 0000
DOS 32 29/09/2005 16:05:11 0x000F0 | 4401 0000 3500 0000 0400 0000 A700 0000
= 0x00100 2600 D000 1002 0000 3500 000O0. 0200 D000
s BEpatan 0x00110 | CDOO 0000 2600 D000 7COZ 0000 3300 0000
MDS" DSEA43D271940D41AFS3AI73... 0x00120 | 0200 0000 F300 0000 1500 0000 E402 0000
B Aoty Ftooion 0x00130 3200 0000 0200 DOOO 0801 0OOO 2500 0000
DxﬂDlAD‘ 4A03 0000 3300 0000 D200 0000 3101 0000
0x00150 | 5300 0000 B203 0000 3200 0000 0200 0000
DxDDlSD‘ 8401 0000 2F00 0000 1804 0000 3300 0000
0x00170 0200 0000 B301 DOOO 0200 0000 8004 0000
0x00180 | 3200 0000 0400 0000 B50L 0000 DSOB 0000
0x00190 E604 0000 5400 D000 0600 0000 8DOD 0000
0Ox001A0 3700 0000 S00S 0000 4F00 0000 0400 0000
0x001B0  C40D 0000 1400 D000 3006 0000 3400 0000
0x001C0 | 0600 0000 DBOD 0000 3DO0 0000 SA06 DOOD
DXDDJ.DU‘ 1C00 0000 0S00 D000 1SOE 0000 2800 0000
0x001E0 | D406 000D 5100 0000 0100 0000 3DOE 0000
0x001F0 | 1D00 0000 DS07 0000 3400 0000 0200 0000
= 5 DXGDZDD‘ SAOE 0000 0100 D000 4208 0000 3500 0000
[N e 0x00210 | 0400 D000 SBOE 0000 1800 0000 AEOS 0000
nxnnzzo‘ 4800 0000 0600 D000 730E 0000 1FO0 0000
0x00230 4009 0000 3400 0000 0200 0000 SZ0E 0000
DXGDZQD‘ 0200 0000 AADS 0000 3400 0000 0400 0000
PEIE 000250 | 940E 0000 SEO0 0000 140A 0000 5D00 0000
0x00260 0400 0000 F20E 0000 0100 0000 DOOA 0000
DxOUZTD} SFO0 0000 0400 DOOO F30E 0000 0100 0000 -

This image is the same as the previous, but File Offset 144 is highlighted which is the incremental integer. The

value interpreted with Hexedit can be seen in the left hand panel in the Data section.

al Editor - [WINWORD. X

7F6AEQ

D2 s BEFXs BEM A
|| %8 WINWORD.EXE-37F6AEQ9. pf
[Position 0001 0203 0405 0607 0809 DAOB OCOD OEOF [/123456783ABCDEF ~
#|Start Offsst 0 0x00000 | 1100 0000 5343 4341 OFO0 0000 72C3 0100 ....SCCA....rk.. =
i (Boziion 1 0x00010 | 5700 4900 4E00 5700 4F00 5200 4400 2E00 W.I.N.W.0.R.D...
i [Seiecban 8 0x00020 | 4500 5800 4500 0000 0000 0000 0000 0000 E.X.E.eeeenenn..
; g;‘leds 0x00030 | 3C00 3E00 9C26 5C80 4BO0 4CO0 D8FD BEEL <.>.(\€K.L..yt4
A iy 0x00040 | ES00 F577 0300 0000 0000 F577 09AE F637 &.BW......Bw.®87
Sl 3 0x00050 | 0000 0000 9800 0000 7E0C 0000 7004 0000 -
#|Unsigned 16 8 0x00060  BY1D 0000 LC6F 0100 6245 0000 BOB4 0100
| Soned 33 3 0x00070 | 0100 0000 F20E 0000 66FE 0392 OFCS C501
& |Unsioned 3. 18 80 | 0000 0000 0000 0000 0000 000 0000 0000
# | Signed 64 17179869192 S THedo 0000 0400 0000 DDOO 0000 3400 0000
Flost 32 000 0x000AD | 0000 0000 3200 0000 0200 0000 3400 0000
Float 64 000 0x000BO | 4100 0000 6600 0000 3500 0000 0200 0000
= | Timestamps 0x000CO | 7500 0000 0500 0000 D200 0000 3400 0000
VAN B4 0200111601 23:31:22 0x000D0 | 0400 0000 7A00 0000 2900 0000 3C0L 0000
UNX32 01014970 00:00.08 0x000E0 | 3300 0000 0400 0000 A300 0000 D400 0000
DOS 32 021011801 23:31:22 0x000F0 | 4401 0000 3500 0000 0400 0000 A700 0000
= |Summary 0x00100 | 2600 0000 1002 0000 3500 0000 0200 0000
Ght2 DR744A348 0x00110 | CDOO 0000 2600 0000 7C02 0000 3300 0000
Vs DEo ROy SA0A L RRAT S 0x00120 | 0200 0000 F300 0000 1500 0000 E402 0000
Deta Stee LIS 0x00130 | 3200 0000 0200 0000 0B01 0000 2900 0000
0x00140 4A03 0000 3300 0000 0200 0000 3101 0000
0x00150 | 5300 0000 B203 0000 3200 0000 0200 0000
0x00160 | 8401 0000 2FOO0 0000 1804 0000 3300 0000
0x00170 | 0200 0000 B30 0000 0200 0000 8004 0000
0x00180 | 3200 0000 0400 0000 BSOL 0000 DSOB 000D
0x00190 | E604 0000 5400 0000 0600 0000 BDOD 0000
0x001A0 | 3700 0000 9005 0000 4FO0 0000 0400 0DDO
0x001BO | £40D 0000 1400 0000 3006 0000 3400 0000
0x001C0 D600 0000 DSOD 0000 3DO0 0000 9406 0000
0x001D0 | 1C00 0000 0500 0000 LSOE 0000 2800 0000
0x001E0 | D406 0000 5100 0000 D100 0000 3DOE 0000
0x001F0 | 1DO0 0000 D807 0000 3400 0000 0200 0000
P = 0x00200 | SAOE 0000 0100 0000 4208 0000 3500 0000
ITiaweeban. T Welkzacce 0x00210 0400 0000 SBOE 0000 1800 0000 AEQG 0000
0x00220 | 4300 0000 0600 0000 730E 0000 1FO0 0000
0x00230 | 4009 0000 3400 0000 0200 0000 920E 0000
0x00240 | 0200 0000 AADS 0000 3400 0000 0400 0000
PF File: UxXUUZ5U | Y4UE UUUU SKUU UUUU 14UA UUUU SDUU uuuu
0x00260 | 0400 0000 F20E 0000 0100 0000 DOOA 00DO
0x00270 | 5FO0 0000 0400 0000 F30E 0000 0100 0000 -
ey Dasea onpogidgnois gl oo g ul i : ™
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As can be seen from the header information I have accessed a .pf file for WinWord (MS Word).
I then run MS Word, only the application is needed, not a proprietary file type associated with MS
Word. I do not have to open a document, only the application needs to be summoned.

Using Hexedit it is possible to differentiate between 2 files, when placed within Hexedit for comparison.
I loaded the original Winword.pf and a previously saved Winword .pf file prior to using MS Word.

It is possible to see the data that has changed. In this case look at the two 64 bit File Time differences.
Both are highlighted in the panel on the left.

Figure 1.2

# MiTeC Hexadecimal Editor

File Edit Format Tools Windows Help

DN s BFXF=28M A

| 2% winword1.pf || 28 WINWORD.EXE-37F6AE09.pf

= ~
B e ~ 0001 0203 D405 0607 0803 DAOB 0COD OEOF 01234567:;391&592;? aZ
5| Signed 54 12772483511 4843750 0x00000 | 1100 0000 5343 4341 OF00 0000 72C3 0100 ....SCCA....rh.. =
Flost 32 0.00 0x00010 | 5700 4900 4E0D 5700 4FO0 5200 4400 2E00 W.I.N.W,0.R.D...
Float 64 000 0x00020 | 4500 5800 4500 0000 0000 0000 0000 0000 E.X.E...........
=] 0x00030 | 3C00 3E00 9C28 5C80 4BOO 4C00 OBFD 86EL <.>.e(\EK.L..¥ta
G 0x00040 E800 F577 0300 0000 0000 F577 0SAE F637

LINIX 32 1810812047 10
DOS 32 28/08/2005 16:05:11

~ | Summary
|ere 32 DE744434

DxOODSU; 0000 0000 9800 0000 7FEOO 0000 7004 0000
0x00060 | BS1D 0000 1C6F 0100 6245 0000 80B4 0100
| 000N 0100 0000 F20E 0000 G6FE 0392 OFCS CS01

e |

0x00080 | 0000 0000 0000 0000 QOO0 0000 0000 0000

[~ Swap Endian I~ Mark Zeros 0x00090 0800 0000 0400 0000 0000 0000 3400 0000
0x000A0 0000 0000 3200 0000 0200 0000 3400 0000

0x000BO | 4100 0000 6600 0000 3500 0000 0200 0000

@ 0x000CO | 7500 0000 0500 0000 D200 0000 3400 0000

0x000D0 | 0400 0000 7400 0000 2900 0000 3CO1 0000
PF File 0x000EQ | 3300 0000 0400 0000 A300 0000 0400 0000
0x000F0 | 4401 0000 3500 0DOD 0400 0000 A700 000D
0x00100 | 2600 0000 1002 0000 3500 0000 0200 0000

Jocuments and %étt’ing’s’\is’l-’!\[’)es’l&op\rvﬁnwnr& of

s e 0001 0203 0405 0507 0303 0AOB OCOD OEOF 01234567, 9ABCDEF
‘ Float 32 A 0x00000 | 1100 0000 5343 4341 OFO0 0000 C4B7 0100 ....SCCA....he..

Float 64 000 0x00010 | 5700 4900 4E00 5700 4F00 5200 4400 2E00 W.I.N.W.0.R.D...
= 0x00020 | 4500 5800 4500 0000 0000 0000 0000 0000 E.X.E...........

N B4 24 0x00030 | 3C00 3E00 9C28 SC80 4B00 4C00 08FD 86EL
UNIY 32 1410472006 04:40:32 0x00040 | E800 F577 0300 0000 0000 F577 OSAE F637

| _Iposs2 28/08/2005 16:24:29 0x00050 | 0000 0000 9800 0000 FFO0 0000 B40A 0000
B v 0x00060 BSLC 0000 3063 0100 C845 0000 FBAS 0100
‘ CRC32 FC3DEASE : —_ |ETIER) o100 oooo ccoE o000 foz? 3F44 1205 cS0L
MDS | EO7DBE1270CCFSB43669D... M 0x0000 | 0000 0000 0000 0000 0000 0000 0000 0000

[~ SwepEndian [~ Mark Zeros 0x00090 | 0800 0000 0500 0000 0000 0000 3400 0000
0x000AQ | 0000 0000 3200 0000 0200 0000 3400 0000

0x000BO | 4100 0000 6600 0000 3500 0000 0200 0000

@ 0x000CO | 7500 0000 0500 0000 D200 0000 3400 0000

0x000D0 | 0400 0000 7400 0000 2900 0000 3C01 0000
PF Fiie o;:onm:ul 3300 0000 0400 0000 A300 0000 0400 0000
0x000F0 | %401 0000 3500 0000 0400 0000 4700 000D

0x00100 | 2600 0000 1002 0000 3500 0000 0200 0000
CAWINDOWS\Prefetch{WINWORD. EXE-37F60E0S, pf i

[l

S
b

For your information when using MiTec HexEdit. When the user compares two files, the area shaded
in green represents the comparative differences between the two files.

The last image in the section shows the differences as at File Offset 144. In Figure 1.0, the integer was
showing a value of 8 runs. Note that [ used MS Word on only one occasion and the value has incremented by one.
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# MiTeC Hexadecimal Editor

File Edit Format Tools MWindows Help

Dl s BFyeE 2EM A

%] Winword1.pf || 2% WINWORD.EXE-37F6AE09.pt

- | Position ) A 0001 0203 0405 0607 0809 OAGB OCOD OEOF | 123456789ABCDEF
+ | Start Offset 0 0x00000 | 1100 0000 5343 4341 OF00 0000 72C3 0100 ....SCCA....Eh..
i [Pastion 158 0x00010 | 5700 4900 4E00 5700 4F00 5200 4400 ZE00 W
fH | Seleciion Y 0x00020 | 4500 5800° 4500 0000 000D 0ODO D000 D000 E.
: 2!‘;:863 m DXDDOSOT 3C00 3E00 9C28 SC80 4500 4C00 08FD B86E1 <
s 0x00040 | E800 F577 0300 0000 0000 FS77 OSAE F637 &.
e - 0x00050 | 0000 0000 9800 0000 7E00 0000 7004 0000
e 0x00060  BO1D 0000 ICEF 0100 6245 0000 80B4 0100
& |Sioned 32 & = 0%00070 | 0100 0000 F20E 0000 G6FE 0392 OFCS CS01
et ¥'|  ox0o0s0| 0000 DDDO 0000 0000 000D 0000 0000 0000
[~ SwapEndan [ Mark Zeros [08bo o000 G400 0000 DOOD 0000 3400 000G
0000 0000 3200 0000 0200 0000 3400 0000
0x000BO | 4100 0000 6600 0000 3500 0000 0200 0000
0x000CO | 7500 0000 0500 0000 D200 0000 3400 0000
0x000D0 | 0400 0000 7A00 0000 2900 0000 3COL 0000
PF File 0x000EQ | 3300 0000 0400 0000 A300 0000 0400 D000
0x000F0 | A401 0000 3500 0000 D400 0000 A700 000D
0x00100 | 2600 D000 1002 0000 3500 0000 D200 0000

‘E:\Documents and. éeitlngsiﬂﬁd\beskop\Winwwd1 .bF

551 WINWORD.EXE-37F6AEQ9. pf

0001 0203 0405 0607 0309

| Position A OAQE 0COD OEOF 123456789ABCDEF
E|Statonset’. 10 0x00000 | 1100 0000 5343 4341 OF00 0000 £4B7 0100 ....S5CCh....A-..
(| Postion 138 0X00010 | 5700 4900 4EQ0 5700 4F00 5200 4400 2E00 W.I.N.W.0.R.D...
e 2 0x00020 | 4500 5800 4500 0000 0000 0000 0000 0000 E.X.E.eevveeeens
& g«::edﬁ El _ 0x00030 | 3000 3E0Q 9C28 5CE0 4B00 4C00 08FD 86EIL <.>.e(\€K.L..Yta
e 0x00040 £B00 F§77 0300 0000 0000 F577 0AF FE37 &.8W...... Bu. @67
St A Dx00050 0000 0000 9800 000D 7F00 0000 B40A 0000 ....”...0.......
#|Unsigned 16 8 0x00060 | BALC 0000 3063 0100 C845 0000 F8AS 0100 *...0c..EE..s"..
| Signed 32 5 = 0x00070 | 0100 0000 CCOE 0000 CO27 3F44 125 €501 ....I...AlsD kL.
R hd 0000 0000
[ Swap Endian [~ Mark Zeros 0000 3400
0000 3400
= 0x000B0 | 4100 0000 6600 D000 3500 0000 0200
{_‘-ﬂ 0x000C0 | 7500 0000 0500 0000 D200 0000 3400
0x000DD | 0400 0000 7A00 0000 2900 0000 3C0L
PFFle 0x000E0 | 3300 0000 0400 0000 A300 D000 0400
0x000F0 | 4401 0000 3500 0000 0400 0000 A700
0x00100 | 2600 0000 1002 0000 3500 0000 0200 !
|CAWINDOWS!Prefetch| WINWORD. EXE-37F6AEQY, pf 5

|~
v

Using PFA

The program has been developed to output the following information which may be of interest of the
analyst.

Application:

This column highlights the name of the application or program. In research work, I found that some
programs that are not installed, that is stand alone, will not have any entries in the Prefetch Folder.
Or entries that are standalone can have erroneous runs.

Created Date:

When the system flushes the cache as and when it sees fit, ( MS state 3 days, though I do not agree
with this), a new .pf file should be generated when the program is either executed, or on next boot
up, a new .pf file will created. The first time that the program is used the .pf will increment by one
and so on. If the .pf file is not flushed, then from time the .pf file being created, along with the value
at File Offset 144, should give an indication of how many times that the program has been used.

Written:
Easily understood as the time and date at which the file was written to.

Last Accessed:

This is not to be interpreted as the last time that the file was accessed to update, this could have
been accessed by a third party utility.
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Embedded Date:

This date as at File Offset 120, should marry with Written Date. The reason that the Embedded Date
was extracted is due to the fact that when these files become purged, it is possible to search in the
UC for these files given the header information. I have run a bastardized EnScript to pull out the information and I
will make this available ASAP.

Runs:

The value/s returned at File Offset 144.

File Path Hash:

See Appended.

MD5:

A hash value calculated on the unique data embedded with each .pf file.

Practical Use.

When ’Analyse Prefetch’ is selected it will automatically check for the default location of the Prefetch folder, nor-
mally C:/Windows/Prefetch.

The user should now see the entries of their local Prefetch Folder. Expand the Window to view all the
detail.

To view a foreign Prefetch Folder, the volume must be mounted in either VM or proprietary product
like Mount Image Pro, in order to preserve the MAC times.

Appendix

The information below was drafted from the MSDN site and was accurate at the date of publishing.

http://msdn.microsoft.com/msdnmag/issues/01/12/XPKernel/default.aspx

All versions of Windows except real-mode Windows 3x are demand-paged operating systems, where

file data and code is faulted into memory from disk as an application attempts to access it. Data and

code is faulted in page-granular chunks where a page's size is dictated by the CPU's memory management hard-
ware. A page is 4KB on the x86. Prefetching is the process of bringing data and code pages

into memory from disk before it's demanded.

In order to know what it should Prefetch, the Windows XP Cache Manager monitors the page faults,

both those that require that data be read from disk (hard faults) and those that simply require that

data already in memory be added to a process's working set (soft faults), that occur during the boot
process and application startup. By default it traces through the first two minutes of the boot process,

60 seconds following the time when all Win32 services have finished initializing, or 30 seconds following
the start of the user's shell (typically Microsoft Internet Explorer), whichever of these three events

occurs first. The Cache Manager also monitors the first 10 seconds of application startup. After collecting
a trace that's organized into faults taken on the NTFS Master File Table (MFT) metadata file (if

the application accesses files or directories on NTFS volumes), the files referenced, and the directories
referenced, it notifies the Prefetch component of the Task Scheduler by signalling a named event

object.
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In order to know what it should Prefetch, the Windows XP Cache Manager monitors the page faults,

both those that require that data be read from disk (hard faults) and those that simply require that

data already in memory be added to a process's working set (soft faults), that occur during the boot
process and application startup. By default it traces through the first two minutes of the boot process,

60 seconds following the time when all Win32 services have finished initializing, or 30 seconds following
the start of the user's shell (typically Microsoft Internet Explorer), whichever of these three events

occurs first. The Cache Manager also monitors the first 10 seconds of application startup. After collecting
a trace that's organized into faults taken on the NTFS Master File Table (MFT) metadata file (if

the application accesses files or directories on NTFS volumes), the files referenced, and the directories
referenced, it notifies the Prefetch component of the Task Scheduler by signaling a named event

object.

The Task Scheduler then performs a call to the internal NtQuerySystemInformation system call requesting the trace
data. After performing post-processing on the trace data, the Task Scheduler writes

it out to a file in the \Windows\Prefetch folder. The file's name is the name of the application to

which the trace applies followed by a dash and the hexadecimal representation of a hash of the file's

path. The file has a .pf extension, so an example would be NOTEPAD.EXE-AF43252301.PF. An exception to the
file name rule is the file that stores the boot's trace, which is always named NTOSBOOTBOODFAAD. PF (a convo-
lution of the hexadecimal-compatible word BAADF00D, which programmers often use to represent uninitialized
data).

Only after the Cache Manager has finished the boot trace (the time of which was defined earlier) does
it collect page fault information for specific applications.

When the system boots or an application starts, the Cache Manager is called to give it an opportunity
to perform Prefetching. The Cache Manager looks in the Prefetch directory to see if a trace file exists
for the Prefetch scenario in question. If it does, the Cache Manager calls NTFS to Prefetch any MFT
metadata file references, reads in the contents of each of the directories referenced, and finally

opens each file referenced. It then calls the Memory Manager to read in any data and code specified in
the trace that's not already in memory. The Memory Manager initiates all of the reads asynchronously
and then waits for them to complete before letting an application's startup continue.

How does this scheme provide a performance benefit? The answer lies in the fact that during typical

system boot or application startup, the order of faults is such that some pages are brought in from one

part of a file, then from another part of the same file, then pages are read from a different file, then

perhaps from a directory, and so on. This jumping around results in moving the heads around on the

disk. Microsoft has learned through analysis that this slows boot and application startup times. By Prefetching data
from a file or directory all at once before accessing another one, this scattered seeking

for data on the disk is greatly reduced or eliminated, thus improving the overall time for system and

application startup.

To minimize seeking even further, every three days or so, during system idle periods, the Task Scheduler organizes
a list of files and directories in the order that they are referenced during a boot or application start, and stores the
list in a file named \Windows\Prefech\Layout.ini.
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There are many references on the web to the file format of an LNK, and | have found the most infor-
mative to be the White Paper authored by Jesse Hager. The PDF can be downloaded at

http://www.i2s-lab.com/Papers/The_Windows_Shortcut_File Format.pdf

The reason | carried out research into this area was due attempting to determine whether or not a
user had accessed a CD which had CP images on it. | was able to see using WRA Streams MRU that the
user had indeed accessed the CD, and in this case he used 4 different PCs to do so. What | needed to
do was to see if there was a corroborative method to compliment WRA.

Rather than go through Jesse Hager’s PDF in full, | am going to keep to a minimum the necessity to
make reference to the PDF. By keeping this to a minimum, hopefully all users of the program should
be able to replicate the programs output.

Due to actual Window dimensions | have not been able to incorporate the domain address, but | have
included this in the breakdown.

The interesting fact about most LNK file is that they inherit the Creation Time and Last Accessed Date
on each relevant folder in the full path. In the LNK on the following page, you can see the path:

C:\Documents and Settings\randy\Local Settings\Temporary Internet Files\Content.IE5
\O1QBCPMR\Rita’s clouds.jpg

The LNK files have a makeup similar to C:/Windows (Creation Date and LA) Program Files (Creation
Date and LA) Name of Program (Creation Date and LA).

It is quite interesting when the LNK file is examined. References to files and folders within the LNK
can on occasions be seen to no longer reside within the path of the LNK, which should arouse curiosity
of file activity / movement.

The Last Accessed Time is not stamped in the subfolder structure within the LNK which is why in the
output there are no times.

By going to the relevant offset in the LNK file, identifying the Timestamp requires the user to sweep
over the first 4 bytes. This is the Creation Date and Last Access Time which defaults to 23:55. The
next 4 bytes are the Last Access Date and Creation Time. Also, be aware that you may have to com-
pensate for Time differences when interpreting the output.


http://www.i2s-lab.com/Papers/The_Windows_Shortcut_File_Format.pdf�
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The dates commencing at FO 1Ch are the snhapshot of the Creation Time , Last Accessed and Wriiten
Dates for the file attributes in question, in this case Rita’s Clouds.jpg

FO 24h Last Accessed Date-
FO 2Ch Written Date

v

FO 1Ch Created Date

FO 34h Size of File.
In EnCase or FTK ,

[LoveosdgeoerReevessEDees 0 Cp2BgUA. 3
[TUZ+ , 25ESUA[F TV =
[+++DECHD &:iveQ 4000 /Ca\vrrrrrrrrrrens
[tosseaNelese s T2+ 24 +DOCUME~L ¢ +Dr v o v+ INM
|2+CZ3XC++++D*a*c u*mre n*t*s* “a‘n*d*
|Ste+t t-irn+grs++rreEe1r+++ X300 *randy
Leve .oy 5302 gpZ3RC sz arnrd iy e Lol
Creation Date and Last | ****MZ2-C++ICCALS~1++4.21p o
Accessed for sub folder |*L'e‘era‘l® “Stets ol n'g‘s""‘f‘*"é
*I*n*t*e*r'n*e*t* *F-
= Wiale Ax"—B Z+I3+'b
" {I3EZgpZ3
Cro'ntre: S A S p g
X +I3++Zrter++Z3VC+ +CIEBCD
"”EH!EI!!EF— «+CeLl+GrBeC+E*M'R
secesnenee o33 CC{AvICD. E0I30 V201V
[Z3VD *RITA'S~1.JEG** ---.1a23v zZ3vo:

Volume Serial Number.
Bookmark, and inter-
pret as 32 bit integer.

The Volume name sits

spslrarucd gy

DR

:'R'i't'a"'s'

teCe e

[G8E+ ]+ - *C:\Docurents znd Settings\zandy
//)vi\Lccal Settings\Texrporary Internet File
|s\Ceontent.IES\CICBCEMR\Rita's clouds.jp
lg*+@e. . *\*Lra*c*a*ls *Sre*crt i‘n*g*s"
\*T+*e'xw*p*c*zx*a‘z*y* *I*n*t*e*z'n*e*t"
|*Feisl esas\*C a*netrae*n*te.*I<E*5*\‘C
:l'w B C+B*M*R*\*R*i*t+a*'+*g* -crlra u‘d

“Jepe g"'

oto—-c--o’o_co--oott

|*s+_+j+pege\*Cr:+*\*Dra*cru‘m e n*cerg* *
between the VSNand  |z.n.4. .seert teisn+gra+\+z+a n dry\-L
the full ASCII if util- ‘o+erz+l+ +Sre+tetri'ncg: --\ Tre'm'p o’
ised. |lr*asxrey* *I*'n*tre*xr°n*e*t* °*Fei*lre*g*\

"C'Q n*‘c* e-n.t-_;I-E-s-\oCol-Q-B.C.P.M-
Tee e . x ------ 'Ieteat!ak .....
C pYHCACGH«LEFU-2t- -0,

CoxaLEFO-2 'ﬁ,

MAC Target Address
located In the Last
10 bytes of Informa-
tion, for 6 bytes.

highlight the data ,
bookmark and in-
terpret as a 32 bit
integer.

3 bytes preceding
the VSN is a flag to
denote the volume
Type. WFA inter-
prets the flag and
looks up a table
which is then dis-

/ played in the out-
3 put.

Full Linked path.

Domain. Sweep last
69 bytes back. Pre-
ceding this is the
Domain Name
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Interesting Note

When | was doing some research work into LNK files | was trying to get hold of as many different OS
LNK files to interpret.

| went onto a well known file sharing program and entered the search term ‘LNK’, and | was over-
whelmed at the amount of files that were actually shared. To most it means nothing, however | be-
came aware that some of the LNK files had ‘notable’ names particularly those with the second charac-
ter being an’@’

| decided to download several of the LNK files including the ‘notable’ ones. | proceeded to process
them through WFA and saw that the output told me the Computer Users Name, Volume Serial Number
and Volume Name for the file in question where it was located at that time of the LNK creation.

Had | browsed the users shared files, | may have established whether they had indeed the ’notable’
Files. That said, | think it would be corroborative evidence to suggest that you ‘suspect’ the path of

the files involved, the Volume Serial Number, potential Yolume Name , and depending on path (i.e.
C/Documents and Settings/**user**/) the User Name, all before you go knocking on doors.

Allan S Hay
November 2005

ash368@btinternet.com
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